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Introduction

The expansion of social media and the emergence of influencer culture have created new
opportunities for children's presence and participation in the digital sphere. Whether by choice
or circumstance, children are present in these spaces and, through their communications
and interactions on social media, encounter a range of opportunities and threats. One of the
most significant emerging concerns is the harm children may suffer as a result of influencer
activity, particularly their economic exploitation. In influencer families, a child's image, daily
life, interests, and activities may become media content and a means of attracting audiences,
increasing follower counts, drawing brands' attention, and generating advertising revenue. As
technology continues to advance and social media use grows, influencer activity has become
increasingly widespread in modern societies and has emerged as a significant social phenomenon
in the online sphere. Influencers may use appealing images and content featuring children and
adolescents in an effort to shape others' perceptions and behavior. However, such content often
conflicts with ethical standards and societal values, and may expose children and adolescents
to harm. A precise understanding of the nature of influencer activity and how it differs from
similar concepts in the online sphere is therefore fundamental not only to scholarly analysis, but
also to the development of effective preventive policies and protective regulations. This study
examines the prevention of harm to children involved in influencer activities. Accordingly, it
reviews and analyzes strategies for preventing harm to children arising from such activities,
with an emphasis on responsible conduct by influencers and collaboration among organizations

and communities to ensure children's safety and protection.

Method

This study employed a descriptive-analytical method based on documentary research. The
required information was gathered and analyzed through areview ofacademic, legal, and research
sources on child victimization, online environments, influencer activities, children's image rights,
situational and developmental crime prevention, media literacy, and the roles of families and
schools. Thetheoretical sectiondrawsonrational choicetheoryandonlinelifestyletheorytoexplain
the circumstances that give rise to child victimization in online environments. It also examines
the potential of situational and developmental prevention to identify and limit opportunities
for children to be victimized. The legal analysis considers the relevant provisions of Iranian

law, the Convention on the Rights of the Child, and selected legislative and policy experiences.

Results
The findings indicate that rational choice theory can help explain the behavior of parents,
content creators, and platforms in the context of child influencers. Parents may decide to

feature their children in online media after weighing the potential benefits, including increased
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audience reach, follower counts, and advertising revenue. In such circumstances, a child may
be reduced from an individual with rights and autonomy to a means of producing content and
attracting an audience. Online lifestyle theory also suggests that a digitally oriented lifestyle
and the portrayal of a child's life on social media may threaten the child's privacy, psychological
development, and independent identity formation.

From a situational prevention perspective, a key strategy is to control and monitor the
opportunities that may give rise to child victimization. Such monitoring does not mean
intruding on individuals' privacy; rather, it involves protective and supervisory measures aimed
at reducing opportunities for crime and safeguarding potential victims. Measures discussed
in this study include establishing a "digital age" as the minimum legal age for children to
engage independently in online activities, imposing age-based restrictions, designing age-
appropriate platforms, parental supervision, and considering how users' ages are verified.
Protecting children's image rights is also particularly important, since publishing children's
photographs and videos may violate their privacy and expose them to various forms of potential
abuse. Existing legal frameworks, including the Iranian Law on the Protection of Children and
Adolescents and the Convention on the Rights of the Child, may be used to support children's
rights in online environments.

The findings also show that developmental prevention can help reduce children's and
adolescents' vulnerability by intervening as their personalities develop. Within this framework,
the family and the school are two key settings for educating, supporting, and empowering
children. Family-based programs can create a supportive environment by empowering parents,
strengthening communication skills, teaching media literacy, explaining children's rights, and
providing guidance on the appropriate and safe use of social media. Parents should discuss
the opportunities and risks of online environments with their children, explain necessary
boundaries and restrictions, and help them understand potential dangers. Teaching children to
protect personal information, adjust privacy settings, avoid sharing sensitive information, and
recognize inappropriate content is also an important part of responsible social media use.

In schools, it is important to strengthen the media and digital literacy of children, parents,
teachers, and educators. Proposed measures include training educators on the opportunities and
risks of online environments and influencer activities, helping them recognize signs of economic
exploitation, and familiarizing them with children's rights and the relevant legal protections.
Empowering educators to analyze media content and make informed decisions may also help
them identify and prevent online harms. Training courses, practical guidance, and cyber-safety
education for children and adolescents can further help reduce their vulnerability.

In addition, protecting children's image rights, raising public awareness of children's rights
online, and educating parents and the wider community are essential. Children should be made

aware of their rights, while parents should consider the potential future consequences before
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publishing their children's photographs or videos. Measures discussed in this regard include
restricting the public distribution of children's images, respecting their privacy, and preventing

the publication of inappropriate images.

Conclusions

The results indicate that harm to children arising from influencer activities is a multidimensional
phenomenon that cannot be addressed through a single intervention. Situational prevention
focuses on reducing opportunities for victimization by establishing a digital age, enforcing age-
based restrictions, providing supervision, protecting children's image rights, and strengthening
platform accountability. Developmental prevention, in turn, seeks to reduce children's
vulnerability by empowering children, families, and schools and enhancing media and digital
literacy. Accordingly, families and schools as the two primary settings for children's upbringing
and support should be involved in prevention efforts. Families can help reduce the risks of
digital environments by strengthening parents' educational role, teaching responsible media
use, and safeguarding children's privacy. Schools can contribute by empowering educators,
promoting media literacy, and teaching critical content analysis. Overall, effectively protecting
children from victimization arising from influencer activities requires a comprehensive, multi-
level, and collaborative approach that combines legal mechanisms and situational prevention
with family-based and school-based measures. Such an approach can help safeguard children's

privacy, mental health, dignity, and rights, and foster a safer online environment for them.
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